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Abstract—With the development of 6G networks and their
envisaged support of artificial intelligence (AI)-native services
for an unprecedented number of users and apps, privacy is
becoming an increasing concern. While there is a large body of
research on the use of distributed learning techniques for privacy-
aware AI development, particularly federated learning (FL), the
simultaneous consideration of cybersecurity and sustainability
perspectives in this area is understudied. As such, this Ph.D. thesis
aims to analyze the use of distributed learning in future wireless
networks through the lens of cybersecurity and sustainability,
including the carbon footprint dimension, and to formulate a
joint optimization problem to help application or infrastructure
owners obtain optimal configurations tailored to their needs.

Index Terms—distributed machine learning; cybersecurity;
sustainability; 6G networks; federated learning; artificial intelli-
gence

I. INTRODUCTION

The development of next-generation wireless networks, such
as 6G networks, is likely to exacerbate cybersecurity issues by
enabling a “hyper-connected” environment [1]. Based on this
rationale, many researchers are focusing on the security aspect
of next-generation wireless networks, specifically targeting the
6G architecture [2]. As such, real-time threat or intrusion
detection systems are demanded, preferably machine learning
(ML)- or artificial intelligence (AI)-powered security solutions
that rely on large amounts of data. To mitigate privacy con-
cerns associated with such techniques, federated learning (FL)
has emerged as a paradigm shift from traditional centralized
learning to distributed learning methods [3], enabling collab-
orative training environments in which each party retains its
sensitive data.

Another challenge in developing AI-based cybersecurity
solutions, which entail FL-based applications, is sustainability,
a fast-growing concern due to the recent advancements in
the AI domain [4], including large language models (LLMs),
generative AI, and agentic AI. While limiting the training
duration or using smaller models via quantization or pruning
[5] is a straightforward approach to tackle this problem, they
lead to model degradation, which implies a decreased level
of security for the cybersecurity domain. In that regard, the
energy efficiency of FL is investigated in greater detail for

future 6G networks [6], as well as the combination of split
learning [7] or sequential learning [8] with FL for further
improvement. In addition, measuring and reducing the carbon
emissions of FL processes is another sustainability concern,
which is understudied compared to the energy efficiency
dimension [9]. Nevertheless, recent studies address this issue
through smart client selection [10], work offloading [11], or
renewable excess energy [12].

TABLE I
RECENT STUDY ON THE OVERLAP OF SECURITY, SUSTAINABILITY,

DISTRIBUTED LEARNING, AND FUTURE NETWORKS

Prior Cyber- Sustainable Distributed Future
study security computing learning networks
Shati et al. [13] ✓ ✓ × ×
Sharmin et al. [14] ✓ ✓ × ✓
Guo et al. [15] × ✓ ✓ ✓
CAFE [10] × ✓ ✓ ×
FedGuard-DC [16] ✓ × ✓ ×
Maiga et al. [17] ✓ × ✓ ✓

There is a growing body of research, individually, in each
of the three concepts, namely, cybersecurity, sustainability, and
distributed learning. Nevertheless, as shown in Table I, a joint
outlook on these concepts through the lens of future networks
is lacking, which could provide significant benefits for appli-
cation or system owners intending to run their applications on
critical future network infrastructures.

II. PROBLEM STATEMENT AND RESEARCH QUESTIONS

As explained in the previous section, there is still a need
to tackle the multi-faceted problem considering various di-
mensions: i) privacy-preservation of data owners, ii) the level
of security of the system, and iii) the impact of the ML
components on environmental sustainability. To the best of
our knowledge, no study has yet come up with a formally
structured solution for application or infrastructure owners
in a future network setup to determine the optimal system
configuration, considering the levels of security, sustainability,
and privacy, that is tailored to their needs. This gap in the
literature drives the motivation for this Ph.D. thesis research.
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Fig. 1. The design of the proposed framework

During the development of this thesis, the following re-
search questions are to be addressed:
• RQ1: What are the limitations of existing distributed

learning-powered cyber-defense applications deployed on
future network infrastructures, and how can sustainable
computing methods be leveraged to configure the distributed
learning schemes to overcome such limitations?

• RQ2: Can we accurately measure and report the provided
level of security and resource usage of cybersecurity appli-
cations running on distributed ML techniques, using a quan-
tifiable and robust set of metrics/KPIs that are applicable in
multiple scenarios?

• RQ3: Which efficient techniques can be used to dynamically
infer the constraints and properties of the operating environ-
ment/infrastructure, as well as constructing and solving an
optimization problem between levels of security, privacy of
parties, and sustainability of cyber-defense applications, and
to what extent can this approach be automated, preferably
using AI-based techniques?

• RQ4: How can we evaluate the proposed approach in a
comprehensive manner that considers multiple use cases and
various scenarios applicable for future network setups, to
obtain fair and generalizable findings?

III. THE PROPOSED APPROACH OF THE PH.D. THESIS

As part of this thesis, this section presents the proposed
design along with the adopted methodology.

A. Framework Design

The framework for tackling the cybersecurity and sustain-
ability trade-off, in services powered by distributed learning
techniques and operating on future network infrastructures, is
expected to contain two major components: the Refiner Agent
and the I/O Agent, as shown in Fig. 1.

1) The Refiner Agent: This component comprises the main
intelligence of the proposed framework and will employ
sophisticated AI/ML techniques. The current state and met-
rics/KPIs of the application, provided by the I/O Agent, can
be combined with various environmental factors, including
threats and restrictions, as well as specific goals and budgets
of the system owner, to construct a joint optimization problem.
Then, to solve the optimization problem, various techniques

such as linear programming, mixed-integer programming, or
reinforcement learning could be adopted.

The Refiner Agent addresses RQ3 via its interaction with
the operational environment to infer properties of the in-
frastructure, system vulnerabilities, and possible threats from
adversaries. Furthermore, by reporting results back to the user,
it aids the evaluation process, thereby addressing RQ4 as well.

2) The I/O Agent: This component is responsible for in-
vestigating the current state and operational metrics by com-
municating with the application via communication protocols
such as WebSockets or gRPC. In addition, the I/O Agent will
interact with relevant APIs, such as Kubernetes, to enforce
the configuration changes determined by the Refiner Agent
into the application.

The I/O Agent tackles RQ2 via its monitoring of the
distributed learning-based cybersecurity application state and
measurement of relevant metrics/KPIs. Moreover, due to its
role in enforcing the (Pareto) optimal configuration for the
distributed learning scheme, it is also related to RQ1.

B. Methodology

To develop and evaluate the proposed approach, an empir-
ical and experimental methodology will be employed, using
a variety of scenarios and applications within the scope of
future networks and with a particular focus on 6G networks,
preferably with varying environmental factors. For general-
izable findings, multiple threat vectors, fluctuating network
conditions, varying workloads, and diverse client resources
should be used for evaluation, and several KPIs should be
measured across overlapping areas of cybersecurity, privacy,
and sustainability for both the proposed multi-dimensional
approach and a set of state-of-the-art studies in these areas.

For the data collection phase, 5G testbeds will be used to
generate synthetic data, as 6G deployment does not exist yet.
Nevertheless, this decision is justified given the insight that 6G
architecture will be heavily based on the modular 5G design,
with a greater focus on containerized workloads, AI services,
and AI-driven network management. Therefore, use cases will
primarily focus on containerized network functions (CNFs)
and, preferably, AI workloads, to more realistically represent
future 6G applications. In that regard, some of the services
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deployed on the testbed could be powered by LLM or an
agentic AI paradigm.

In the experimentation phase, multiple baseline methods
need to be established for proper benchmarking. One such
baseline could be a fixed, hard-coded configuration based
on the prioritized goal, while others will be selected from
state-of-the-art studies. Each experiment with a specific set
of parameters will be repeated a certain number of times to
decrease bias and increase the generalizability of the findings.

IV. INITIAL RESULTS AND PROSPECTIVE WORK

During the early stage of this Ph.D. study, preliminary re-
sults have been obtained through a partial and joint implemen-
tation of both components. The implemented scheme, namely
FedSynthesis [18], aims to reduce the carbon footprint of an
FL process via heuristic-based carbon prediction methods (the
Refiner Agent) and a carbon-aware client selection mechanism
(the I/O Agent) for customizing the FL pipeline.

TABLE II
CARBON FOOTPRINT IMPROVEMENT BY FEDSYNTHESIS

CO2 estimation technique CO2 (10−5kg) Improvement
Baseline FL 1.93 -

Simple Averaging 1.75 9.3%
Exponential Smoothing 1.84 4.7%

Linear Regression 1.79 7.2%

The developed solution is tested on a graph neural network-
based anomaly detection system [19] running in the cloud.
As shown in Table II, experiments reveal that the carbon
footprint of the FL scheme can be reduced by 4%-10% across
three different carbon emission estimation techniques, without
having a major degradation on the final model performance.

While initial work shows promising results, the current work
needs to be expanded to include metrics beyond the carbon
footprint and should be tested under various threat models,
which may require incorporating additional privacy-enhancing
mechanisms such as differential privacy. The task segregation
between the Refiner Agent and the I/O Agent should have
clear boundaries, enabling the components to interact reliably.

In addition, the Refiner Agent should be further developed
to formulate a valid optimization problem, perhaps using
agentic AI or LLMs, while supporting accurate optimiza-
tion methods, such as game theory, reinforcement learning,
or linear/mixed-integer programming, to achieve customized
goals based on the scenario and application requirements.

Finally, distributed learning protocols other than FL should
also be investigated, such as split learning, where the compute-
intensive task could be shared across entities with different
resource capabilities. The proposed framework, in this case,
should evaluate how the split should be configured to optimize
the trade-off between security, sustainability, and privacy.
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