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Abstract—Internet of Things (IoT) infrastructures are in-
creasingly targeted by Advanced Persistent Threats (APTs) that
progress methodically across the perception, network, and appli-
cation layers. Cyber-deception, which strategically deploys decoys
(honeypots) to mislead attackers, has emerged as a proactive
defense paradigm. However, existing game-theoretic deception
models suffer from three structural limitations: they treat each
IoT layer in isolation, they assume zero-sum interaction, and
they ignore the resilience requirements that govern critical
IoT services. We introduce the Multi-Domain Cyber-Deception
Bayesian Game (MD-CDBG), a stochastic Bayesian game with
incomplete information that couples the three IoT layers under
formal resilience and semantic-coherence constraints. We define a
novel solution concept, the Resilience-constrained Bayesian Nash
Equilibrium (R-BNE), which embeds a hard resilience constraint
at every time step, and we solve it with a Bayesian Double Oracle
algorithm whose inner oracle uses a Linear Complementarity
Program (LCP) to correctly handle the non-zero-sum structure
of the game. Through a Lagrangian decomposition, the three
coupled sub-games are solved in parallel while enforcing the bud-
get and coherence constraints, and a fallback isolation policy is
triggered whenever resilience approaches its threshold. Extensive
simulations against three baselines, including a recent state-of-
the-art double-oracle deception approach, across three attacker
profiles (opportunistic, persistent, and state-sponsored) show that
the MD-CDBG reduces resilience-constraint violations by 65—
72% while inducing rational attacker behavior, demonstrating
that modeling deception, belief, and resilience jointly is essential
for protecting multi-layer IoT systems.

Index Terms—IoT security, cyber-deception, Bayesian game,
Nash equilibrium, resilience, double-oracle, linear complemen-
tarity, honeypot, advanced persistent threat.

I. INTRODUCTION

The proliferation of Internet of Things (IoT) devices in
industrial, medical, and urban infrastructures has dramatically
expanded the attack surface available to sophisticated ad-
versaries. Billions of resource-constrained sensors, gateways,
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and actuators now mediate critical services, and their het-
erogeneity and scale make conventional perimeter defenses
insufficient [1]. Among the threats they face, Advanced Per-
sistent Threats (APTs) are particularly dangerous: they operate
methodically over long periods, escalating privileges layer
by layer through the canonical three-tier IoT architecture,
perception (sensors), network (gateways and routers), and
application (cloud services and decision engines) [2].

Traditional intrusion-detection systems are inherently reac-
tive: they detect attacks only after they manifest, by which
point a persistent adversary may have already compromised
critical assets. Cyber-deception offers a proactive alternative.
By deploying decoys (honeypots) that mimic real assets, a
defender can mislead the attacker, waste its resources, and
reveal its intentions before genuine damage occurs [3], [4].
The core strength of cyber-deception is its proactive nature,
transforming static defenses into dynamic, unpredictable, and
more resilient security stances [S]. To be effective, how-
ever, deception must be optimized through rigorous decision-
making under uncertainty, for which game theory provides a
principled foundation [6].

Despite a rich literature, existing game-theoretic deception
models exhibit three structural gaps when applied to IoT. First,
they typically model a single domain or layer, ignoring the
cross-layer coupling that characterizes APT progression in
IoT; a honeypot strategy optimal for the network layer may
be incoherent with the perception or application layer, making
decoys easy to unmask. Second, many adopt a zero-sum for-
mulation in which the attacker’s gain is exactly the defender’s
loss; this assumption fails for IoT, where energy consumption,
deployment cost, and resilience introduce defender objectives
that are not mirrored by the attacker. Third, and most critically,
prior work largely ignores resilience: the capacity of the
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system to maintain service continuity under attack, which is
the paramount concern for critical IoT deployments [7].

Contributions. This paper addresses these gaps with the
following contributions:

o We formulate the Multi-Domain Cyber-Deception Bay-
esian Game (MD-CDBG), a stochastic Bayesian game
coupling the three IoT layers under formal resilience,
semantic-coherence, and budget constraints (Section III).

o« We define the Resilience-constrained Bayesian Nash
Equilibrium (R-BNE), a solution concept that embeds a
hard resilience constraint Q(¢) > Q,;, at every time step
(Section V).

o We design R-BNE-DO, a Bayesian Double Oracle algo-
rithm whose inner oracle solves the non-zero-sum game
via a Linear Complementarity Program, coordinated by a
Lagrangian decomposition over the three layers, and we
prove its convergence (Section VI).

o We evaluate the MD-CDBG against three baselines, in-
cluding the recent GameSec 2025 double-oracle decep-
tion model [5], across three attacker profiles, demonstrat-
ing a 65-72% reduction in resilience-constraint viola-
tions across all scenarios and substantially more rational
attacker behavior, at a defender utility that matches or
exceeds the strongest baseline (Section VII).

The remainder of the paper is organized as follows. Sec-
tion II reviews related work and positions our contribution.
Section III formalizes the MD-CDBG. Section IV defines the
utility functions. Section V introduces the resilience function
and the R-BNE. Section VI presents the R-BNE-DO algorithm
and its convergence analysis. Section VII reports the experi-
mental evaluation. Section VIII concludes.

II. RELATED WORK
A. Game-Theoretic Cyber-Deception

Signaling games and Stackelberg games have been widely
used to model the strategic interaction between a defender
deploying decoys and an attacker probing a network [8].
Pawlick et al. [1] provide a comprehensive taxonomy of
defensive deception, categorizing approaches by information
structure and game type, and book-length treatments establish
the scientific foundations of cyber-deception and of game
theory and machine learning for security [9], [10]. Huang
and Zhu [6] model adaptive honeypot engagement as a semi-
Markov decision process solved by reinforcement learning.
Two-layer signaling games have been proposed to defend
cyber-physical systems against attacks that traverse both a
cyber and a physical plane [11]. These models capture in-
formation asymmetry but generally treat a single domain and
assume a static type for the adversary, leaving cross-layer
coupling and resilience unaddressed.

B. Double Oracle Methods for Large Games

The Double Oracle (DO) meta-algorithm [12] computes
equilibria in large or infinite action spaces by iteratively
expanding restricted strategy sets, invoking a best-response
oracle for each player until no profitable deviation exists. DO

and its variants have proven effective for honeypot-allocation
and attack-graph games [13]-[15]. Most relevant to our work,
Asghar et al. [5] model a dual-domain attack on cyber-physical
sensors as a non-zero-sum game solved by double-oracle with
a greedy, submodular defender oracle, extending their earlier
zero-sum multi-domain deception formulation [16]. Crucially,
although their game is not zero-sum, they prove it is strategi-
cally equivalent to a zero-sum game (in the sense of Moulin
and Vial [17]), which lets them solve each restricted game with
a single linear program and avoid the linear complementarity
problem (LCP) altogether. This equivalence, however, is a
property of their particular payoff structure: it does not survive
once the defender’s objective carries resilience, energy-budget,
and cross-layer coherence penalties that the attacker does
not share, as in resilient IoT. Their model also provides no
resilience guarantee. We show in Section III that under these
penalties the game is not reducible to zero-sum, so the LCP
becomes necessary rather than optional.

C. Bayesian Games and Belief Modeling

Games with incomplete information, introduced by
Harsanyi [18], model uncertainty about an opponent’s
type through a prior belief updated by Bayes’ rule. In
cyber-security, the attacker’s type (e.g., its sophistication or
objective) is rarely known, motivating Bayesian formulations.
Wan et al. [2] extend this idea with hypergame theory, allowing
players to hold subjective and possibly inconsistent views of
the same game, and apply it to defensive deception against
APTs. However, these approaches maintain a belief over the
attacker’s type without coupling that belief to hard operational
constraints such as resilience or a global deployment budget.

D. Deception in IoT and Wireless Sensor Networks

A growing body of work targets deception in resource-
constrained IoT and wireless sensor networks (WSNs). Anwar
et al. [3] develop a game-theoretic framework for dynamic
cyber-deception in the Internet of Battlefield Things. Sihom-
nou et al. [19], [20] study Bayesian and signaling games
to defend IoT devices against energy-depletion and battery-
drain denial-of-service attacks, emphasizing the lightweight
constraints intrinsic to IoT. He et al. [7] propose a deep rein-
forcement learning approach to time-delay differential game
deception for real-time resource deployment. These works
recognize IoT-specific constraints but consider a single layer
and do not formalize resilience as an equilibrium constraint.

E. Learning-Based and Detection Approaches

Complementary to game theory, machine-learning detectors
have been applied to multi-domain intrusion detection, includ-
ing deep autoencoder models [21] and graph neural networks
that deceive network reconnaissance [22]. Sayed et al. [4]
combine game theory with learning to defend against zero-day
attacks. Such detectors learn attacker behavior reactively but
lack the forward-looking equilibrium reasoning and resilience
guarantees that a game-theoretic formulation provides; inte-
grating such a learned detector as an additional oracle within
our framework is a promising direction (Section VIII).
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TABLE I
POSITIONING OF THE MD-CDBG AGAINST REPRESENTATIVE PRIOR

WORK.

Work Multi- Non-zero Bayesian Resil.

layer -sum belief constr.
Pawlick [1] X v v X
Huang [6] X v X X
Wan [2] X v v X
Anwar [3] X v X X
Asghar [5] v X X X
Nguemkam [13] X v v X
MD-CDBG (ours) v v v N

The “non-zero-sum” column indicates whether the equilibrium is computed

on the genuine non-zero-sum game. Asghar [5] formulate a non-zero-sum

game but reduce it to a strategically equivalent zero-sum game; MD-CDBG
instead solves the non-zero-sum game directly via the LCP.

FE. Positioning

To our knowledge, the MD-CDBG is the first model to (i)
couple all three IoT layers in a single Bayesian deception
game, (ii) preserve the non-zero-sum structure through an
LCP-based oracle rather than a zero-sum proxy, and (iii)
embed resilience as a hard constraint within the equilibrium
concept itself. Table I summarizes how the MD-CDBG differs
from representative prior work.

III. SYSTEM MODEL: MD-CDBG
A. Game Definition

We model the defender—attacker interaction across the three
IoT layers as a multi-domain stochastic Bayesian game:

G =(G1,G2,65,C,Q), (1
where Gy, is the sub-game at layer k& € {1,2,3} (perception,
network, application), C = {C4,Cs,C3} is the set of cou-
pling constraints linking the sub-games, and 2 is the system
resilience function.

Each sub-game is a tuple

gk:(Nk7Nk7AkD,A,?,®A,ukD,u,f), 2)
comprising || real nodes and || decoy nodes, defender
and attacker action sets AL, A, a set of attacker types © 4 =
{Oopp; Opers, Ostate } corresponding to opportunistic, persis-
tent, and state-sponsored adversaries, and layer-level utilities
uP, uf}. The defender chooses a mixed strategy o2 € A(AP);
the attacker of type 64 chooses i}(:|04) € A(AL). Figure 1
illustrates the overall architecture: the attacker progresses
upward through the three layers (constraint C7); decoys at
adjacent layers must remain coherent (C2); and the defender
maintains a per-layer Bayesian belief 11f(.4) over the attacker
type, all under a global budget (C'3) and a resilience constraint
Q(t) Z Qmin-

B. Coupling Constraints

The three sub-games are linked by three constraints that
make the MD-CDBG a genuinely multi-domain game rather
than three independent games:

o (C7) APT progression: layer & is accessible only if at least

one node in layer £ —1 is compromised. This enforces the

O real node @ decoy (honeypot)
'd 1\
Application Gs
cloud
o0 ee J
~
Network G2

gateways g

coococee |:

APT progression (C1)

"

Perception G
sensors
-
Attacker 0; enters here
( Global budget Sff <8 (C3) + Resilience Q(t) = Qi ]

Fig. 1. Three-layer architecture of the MD-CDBG.

sequential escalation characteristic of APTs: an attacker
must breach the perception layer before the network layer,
and the network before the application.

 (C'3) Semantic coherence: decoys at adjacent layers must
be mutually consistent, Coh(Nk,N k+1) = Omin. An
attacker that observes a network decoy inconsistent with
the perception decoys it has already seen can unmask the
deception.

o (C3) Global budget: the total deployment cost across all
layers must not exceed a budget B, i.e., Zk ff < B,
reflecting the finite operational resources of an IoT oper-
ator.

C. State and Transition

The system state s(t) = (s1(t),s2(t),s3(t)) records, for
each layer, the set of compromised nodes. The compromise
ratio of layer k is 5 (¢) = |compromised,|/|N|. At each step,
the realized defender and attacker actions induce a stochastic
transition s(t+1) = T (s(t),a”*(t),a”(t)): an attacker action
targeting a real node succeeds with a technical success prob-
ability péi unless it is trapped by a decoy (probability fF),
while a defender isolation action can recover a compromised
node.

D. Bayesian Belief

Since the attacker’s true type 6% is unobservable, the
defender maintains a belief p},(64) € A(©4) per layer k and
time ¢, initialized at the prior u2(04) = p(f4) and updated

after each observed action ai!(t) via Bayes’ rule:

lut-l-l(eA) _ U?(&?(t) ‘ 014) :U‘II;(GA) ]
’ Yorco, i (@il () [0) 1(0)
Lemma 1 (Belief convergence). Suppose the type-conditional
strategies {0{*(- | 04)}o,co, are pairwise distinct (identifia-
bility) and layer k is visited infinitely often. Then, under the
true type 0%, the belief p},(6%) — 1 almost surely as t — oo;
that is, the belief concentrates on the true type. The result
follows because, for every 8 # 07, the likelihood-ratio process
Li(0) = pk(0)/uk(6%) is a non-negative martingale under 6%

3)
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and hence converges almost surely; the strict positivity of the
Kullback—Leibler divergence between distinct type-conditional
distributions forces its limit to 0, so all false types vanish and

15,(0%) — 1.
IV. UTILITY FUNCTIONS

A. Decoy Quality and Detection

The realism of a layer-k decoy deployment is captured by
a composite quality gx(cP) € [0,1] combining functional,
statistical, and temporal realism:

+ quitat

temp

ar(of) = wigp™ Fuwsg™P, Ywi=1, (@)
D¢, D func

where the functional realism ¢{""¢(cP) = 3", of (ap.i) i
is the strategy-weighted realism of the chosen decoy actions
(rpr € [0, 1] being the intrinsic realism of action a;;), and
the statistical and temporal components measure how closely
decoy traffic matches that of real nodes.

The attacker’s detection capability combines an active and a
passive component through a complementary-probability law:

de(of o) =1— (1 —d5) (1 — dy™™), Q)
where the active component scales the attacker’s probing
investment by its type-specific efficiency,

dif (oit) = oi (af™") - Yr(Ba), (©6)
and the passive component reflects the intrinsic detectability
of imperfect decoys, dj"""(0) = k(1 — qx) with k € [0, 1].
Equation (5) expresses that a decoy escapes detection only if
it survives both the active probe and the passive inspection,
hence the product of the two survival probabilities.

B. Deception Effectiveness

The deception effectiveness at layer k£ multiplies the decoy
ratio, the decoy quality, and the complement of the detection

capability:
A

A
0% ,0 —_—
fl(k7k) ‘Nk‘+|./\/'k|
The three factors admit a clear reading: more decoys raise the
probability that the attacker targets one; higher quality reduces
the chance the attacker recognizes it; and lower detection
capability increases the chance the decoy goes unnoticed.

‘qr(of) - (L—di(of, ot)). (1)

C. Semantic Coherence

The coherence constraint C penalizes abrupt quality dis-
continuities between adjacent layers, which an attacker can
exploit to unmask the deception. We measure coherence by
the normalized similarity of the decoy quality at two adjacent
layers:

lar(of) — ari(of ) |

maX(Qk’7 qk+1, 6)
where € > 0 avoids division by zero. Cohj;, € [0, 1] equals
1 when the two layers deploy decoys of identical quality
and decreases as their realism diverges; constraint C5 requires
Cohy, > dmin for all adjacent pairs.

®)

Cohy(of 0 ,) =1~

D. Defender Utility

Definition 1 (Defender utility). The defender’s utility at layer
k is a weighted linear combination of four partially conflicting
objectives:

UkD(Uk Lon (- 04)) = ar ff + oo Qo))

deception resilience
k( D k¢ _D
—asf3(oy ) —aafi(or), ©))
—_——— ——
energy cost

withy . a; =1, a; > 0. The energy overhead and operational
deployment cost are the strategy-weighted sums of the per-

action unit costs:
D
f3 Uk § Jk a’k’L €k,i § Jk akz Ckzv
(10)
D

where e, and c,? , are the unit energy and deployment costs
of defender action aﬁ ; (both normalized to [0,1]).

f4 Uk

Because the true type is unobservable, the defender evalu-
ates ul in expectation over its current belief, giving the belief-
weighted local utility

@ (01 (11 1) = By [ (08,01 (104))] - (1)
and the global defender ut111ty aggregates over layers:
UP (o (1) Zﬁk ay (of (i), k), (12)

with >~ B =1, B > 0 reﬂectmg the relative criticality of
each layer.

E. Attacker Utility

The utility of attacker type 64 at layer k balances expected
asset gain g,‘;‘, resource cost c;?, and detection risk p?:
A

ui (0,0 | 04) = Mo = e — s, (13)
with ). ~; = 1. The three components are
gi = Y_oi (@) vies (1= 1) picas (14)
o = Dok (@) i (15)
i
(16)

o = 3 o ) £
where vg‘ is the value of the asset targeted by action a;? ,
sz its technical success probability, r,“ its resource cost,
and Ak,i its detectlon sensitivity. Crucially, the deception term
fF enters both gk (as a factor 1 — fF, reducing gain when
the attacker hits a decoy) and p? (increasing the risk of being
trapped). This dual effect forces the attacker to balance ag-
gression against caution, producing genuinely mixed strategies
at equilibrium. Figure 2 summarizes this per-turn interaction
as a five-step loop: (1) the defender holds a belief u} (64)
while the attacker has a true type 6%; (2) both players act
simultaneously on fF (the defender pushing it up with better
decoys, the attacker pushing it down through detection); (3)
because fF both reduces the attacker’s gain and raises its risk,
neither player can play a pure strategy, (4) yielding a mixed
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DEFENDER 10( ATTACKER
belief p(64) J L true type 6,
deploy decoys j ° i attack / detect

BATTLEFIELD: f{

1

eception effectivene:
push yp” Pugh down

- reduces attacker GAIN raises attacker RISK
s
H gta-m ot
c
g
Nash equilibrium (LCP)
both play MIXED strategies

v

04[ State transition - resilience Q(t) ]

Fig. 2. Per-turn interaction between the two players (five-step loop).

+ Bayesi

Nash equilibrium computed by the LCP; the resulting state
transition updates the resilience €2(t); and (5) the observed
attacker action feeds the Bayesian belief update for the next
turn. The global attacker utility aggregates over layers subject
to the C accessibility indicator:

3
UAo?, 0P | 04) = Zﬁ,‘f Eq [u? C1[AL(s) # o). a7
k=1

Remark 1 (Structural asymmetry). The defender’s global
utility UP is an expectation over attacker types (via the belief
UL), whereas the attacker’s utility U A is an expectation over
system states (which nodes are decoys). This double incom-
plete information is the precise source of the game’s non-zero-
sum structure: the resilience, energy-budget, and coherence
terms in UP have no counterpart in U4, so ukD #+ —uf
in general. For the dual-domain game of [5] the defender
and attacker payoffs differ only by a column-constant term,
so the game is strategically equivalent to a zero-sum game
and is solvable by a linear program. Here that property
fails: the constraint-driven penalties in UP are not column-
constant, the bimatrix M, ,f) + M,f is not rank-one, and no
zero-sum reduction exists. The restricted game must therefore
be solved as a genuine non-zero-sum bimatrix game via the
LCP (Section VI).

V. RESILIENCE AND THE R-BNE

A. Resilience Function

Following the resistance—absorption-recovery decomposi-
tion common in cyber-physical resilience analysis [23]-[25],
the local resilience at layer k£ is a weighted sum of three
components:

Qi (t) = wy - resg(t) + wa - absg(t) + ws - rec(t), (18)

defined as

resy(t) = 1[1 — 0x(t) > px], (19)
absy(t) = max(0, 1 — dx(t)), (20)
reck(t) = 1[0x(t) INk| T < T, (21)

where p; is the resistance threshold, 75 the per-node re-
covery time, and 73"®* the maximum acceptable recovery
time. Resistance indicates whether the uncompromised frac-
tion exceeds py; absorption measures the remaining healthy
fraction; and recovery indicates whether the compromised
nodes can be restored within the acceptable time budget.
The weights w1, wa, w3 adapt to the global compromise level
5(t) = 2>, 0k(t): resistance dominates when the system
is healthy, absorption when it is partially compromised, and
recovery when damage is extensive. The global resilience is
the weighted aggregation

3
Q) =Y P, Y BI=1
k=1 k

B. Solution Concept

Definition 2 (Admissible policy set). The set I15 of admissible
defender policies comprises all belief-dependent behavioral
policies oP : A(©4) — A(AP) that satisfy the resilience
constraint Q(t) > Qumin(t) for all t and the coupling con-
straints C.

(22)

Definition 3 (R-BNE). A Resilience-constrained Bayesian
Nash Equilibrium is a strategy profile (oP*(-),c?*(:|0%))
satisfying, for all belief states pt € A(©4):

(i) oP*(u') = argmaxEg, ¢ [UD(O'D(,ut),UA*)] , (23)

O'DEHg

(i) o?*(-|6%) = argmax U?(cP*, 0% | 6%), (24)
cAEA(AA)

(i) Qt) > Qmin(t) VE> 0. (25)

The R-BNE differs from a standard Bayesian Nash equi-
librium [26] in three respects. First, the defender strategy
aP*(ut) is a belief-dependent behavioral policy, mapping the
current belief to a mixed action rather than being a fixed
distribution. Second, the feasible set 1'[8 imposes a hard resi-
lience constraint at every time step. Third, condition (ii) uses
the attacker’s true utility U A not the defender’s constraint-
penalized objective, ensuring that the attacker’s rationality is
modeled independently of the defender’s internal penalties.

Proposition 1 (Existence). If (El) the admissible set Hg is
non-empty and (E2) the pure action sets are finite, then the
MD-CDBG admits at least one R-BNE in mixed strategies.

Proof. Over the finite horizon T, the observed action se-
quences are finitely many, so the set of beliefs reachable
through (3) is finite; a pure policy is therefore a map between
two finite sets, and there are finitely many of them. Restricting
to those satisfying the resilience and coupling constraints
leaves I15, finite and non-empty by (E1). The attacker likewise
selects among the finitely many exploitation paths of a finite
graph. Mixed strategies thus range over finite-dimensional sim-
plices, compact and convex. Expected utilities are multilinear
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in the mixing probabilities, hence continuous in the profile and
linear, a fortiori quasi-concave, in each player’s own strategy.
Nash’s theorem for finite games applies, and the constraint
Q(t) > Quin is enforced by restricting the defender’s support
to IT5 rather than by penalizing the objective, so the equilib-
rium obtained is admissible by construction. O

Note that resy, and recy in (21) are indicators, hence discon-
tinuous in Jx. This does not affect the argument, which rests
on finiteness rather than on regularity; it does however make
Q) non-differentiable, which is why the scheme of Section VI
is combinatorial rather than first-order.

VI. R-BNE-DO ALGORITHM
A. Lagrangian Decomposition
The coupling constraints Cs and C5 are dualized via non-
negative Lagrange multipliers v (semantic coherence at layer

k) and )\ (global budget). For fixed multipliers, the Lagrangian
separates into three independent layer sub-problems:

3
L= Lilop of N ),
k=1
where each local Lagrangian augments the belief-weighted
defender utility with the budget and coherence penalties:
£k = ﬁk EHAN:“Z- [ukD] — )\ff — Vi max(O, 5min — COhk) .
27)
This separation is what enables the three sub-games to be
solved in parallel. The dual problem

(26)

min max L
AVZ0 oDell oA

is solved by dual gradient ascent: the multipliers are updated
in the direction of their respective constraint violations,

+
AL — {)\t+nt(zkﬁ€—8>} ,
= [ (b Cob)] T @)

with step 7; = 19/+/t satisfying the Robbins—Monro condi-
tions [27] >, m = oo and Y, n? < oo. The multipliers act as
adaptive shadow prices: A rises when the budget is exceeded,
vk rises when inter-layer coherence falls below §pyip.

(28)

B. Bayesian Double Oracle

The inner oracle (Algorithm 1) computes the local Bayes-
ian Nash equilibrium of sub-game G for fixed multipliers.
Because the MD-CDBG is non-zero-sum (Remark 1), the
restricted-game equilibrium cannot be computed by a single
minimax linear program; instead, we use a Linear Comple-
mentarity Program [28] with two distinct payoff matrices.
Let e; denote the pure defender action akD7 ;, and e; the pure
attacker action a,?’ ;- The defender matrix M, D encodes the
belief-weighted Lagrangian payoff, and the attacker matrix

M ,;4 encodes the attacker’s true utility:
MPli, ) = Eg e [ui (ei, €5 | 04)] — A5 (e:)
Cohy(ei,041)),  (30)

€2y

— max(O7 Omin —

M i, j] = ujl (eq, e5 | 07).

Algorithm 1 Bayes-DO: Bayesian Double Oracle for Gy,

Require: G, multipliers (\, vy ), belief pf (64)
Ensure: Local BNE (7%, of1*)
1: Initialize Rp <+ {ak[fl}, Ra + {aﬁl}

2: repeat
3 (67,57 « NE(MP|rpxra Mi|rpxra) via LCP
4 aP* + argmax, Ep,~ut [Lr(a, G14)] {ties: see below}

ap* « argmax, ui (62, a | 0%) {idem}
if aP* € Rp and aj)* € R4 then

return (57,5;') {exact equilibrium found}
else

Rp <« Rp U {akD*}; Ryq+ R, U {a;?*}
10:  end if
11: until convergence

R A A

Two points distinguish them. First, M} is an expectation over
the belief u! (the defender does not know the type), whereas
M ,;4 uses the attacker’s true type 6%. Second, the budget and
coherence penalties (A, vy) appear only in MP: they are the
defender’s internal constraints and do not affect the attacker’s
genuine incentives. Consequently MP[i, ] + M{2[i,j] # 0
in general, which is precisely why a non-zero-sum LCP is
required rather than a single minimax LP. The defender’s best
response (Step 2) is computed in expectation over the belief,
whereas the attacker’s best response (Step 3) uses its true
utility, never the Lagrangian.

Remark 2 (Exact termination). Bayes-DO is a combinatorial
algorithm with exact termination: the expansion check at
Step 6 returns true precisely when no profitable deviation exists
outside the restricted sets, which is the definition of a Nash
equilibrium of the full game. No approximation tolerance is
required, since equilibria are typically supported on a small
subset of actions.

Tie-breaking. Both oracles maximize over a finite set, and
ties are frequent rather than pathological, symmetric nodes
within a layer often yielding identical marginal utility. Left
unresolved they would prevent termination, since the expan-
sion check compares actions rather than values and would
keep inserting equivalent alternatives. We therefore return
a maximizer already in the restricted set when one exists,
which alone guarantees termination, then prefer minimum
deployment cost, then the canonical node ordering. The rule is
neutral in value, and varying it changes neither the equilibrium
value nor the reported metrics.

C. Main Algorithm

The outer algorithm R-BNE-DO (Algorithm 2) operates
over a horizon T in four phases per step. Phase A propa-
gates the C'; constraint, checks resilience feasibility, and calls
Bayes-DO per layer in parallel; if the global resilience would
fall below Q,i,, a fallback policy prioritizing node isolation
is activated to restore resilience. Phase B samples actions
and transitions the state. Phase C updates the per-layer belief.
Phase D updates the Lagrange multipliers.
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Algorithm 2 R-BNE-DO: R-BNE via Bayesian Double Oracle

Require: MD-CDBG, B, Qumin, Omins M0, & 1
1: Initialize A° <= 0, v < 0, uQ(04) < p(64)
2. fort=0,...,7T—1do

[A] Propagate C; compute £2(t)

4:  for k =1,2,3 in parallel do

5 if Q(t) < Qin then

6: Activate fallback (isolation) policy

7

8

9

w

else
(ot oty « Bayes-DO(Gy, AL, v, ut.)
end if
10:  end for
11:  [B] Sample a(t),a”(t); transition s(t+41)
12 [C] Update belief u}sjl via (3)
13:  [D] Update A\**! ™! by dual ascent
14: if max(||AcP||,|AN|, maxy, |Avg|) < € then

15: return (oD t+1 gAt+l
16:  end if
17: end for

D. Convergence Analysis

Theorem 1 (Convergence). Under the conditions of Proposi-
tion 1, with Robbins—Monro steps and assuming (Al) unique-
ness of the restricted Nash equilibrium at each Bayes-DO
iteration (or a fixed selection rule), and (A2) local concavity of
Ly in 0,? , the R-BNE-DO algorithm converges to an R-BNE.

Proof sketch. Convergence combines three arguments oper-
ating at the three nested levels. (i) Inner level: for fixed
multipliers, Bayes-DO terminates in finitely many iterations
at the exact restricted Nash equilibrium, computed by the
LCP [28]; assumption (A1) prevents cycling. (ii) Outer level:
dual gradient ascent with diminishing steps converges to the
saddle point of the Lagrangian (26) under Slater’s strong-
duality condition [29], which holds because Hg # (; at
convergence the complementary slackness conditions hold,
A* >0 only if 3", f¥ = B, and v} > 0 only if Cohy = dmin.
(iii) Belief level: by Lemma 1, pf(6%) — 1 almost surely,
so the defender’s best response converges to the one under
perfect type knowledge, tightening the bound on the iterations
needed. O

Proposition 2 (Per-call complexity). Let rp = |Rp|and ra =
|R 4| be the restricted-set sizes at termination. The LCP solved
by support enumeration [30] costs O(2"P2"4(rp +14)3). In
the MD-CDBG, rp < 5 and r4 < 6, so each call costs at
most = 2.7 x 108 elementary operations, and the number of
outer iterations to reach precision ¢ is O(1/€?).

Measured runtime. Over ten seeded replications on a single
core, R-BNE-DO completes a T = 50 campaign in 930430 ms
against 8348 £ 111 ms for Asghar-2025, a factor of nine; the
naive baselines run in under 700 ms since they solve no game.
The gap is structural: the greedy oracle of [5] re-evaluates
every candidate at each expansion, whereas the LCP operates
on restricted games of at most rp < 5, 74 < 6 actions.

TABLE II
PROVENANCE OF THE PARAMETER VALUES.

Calibrated Pk (04) from APT detection rates [2]; decoy ratios
Swept Qmins Omin, B (Section VII-F)

Standard v = 0.95, no = 0.10, T' = 50, 10 runs

Choice three-tier topology, |N| = {15, 8,4}

Ordering only «, §;°, w;: no source measures these

VII. EXPERIMENTAL EVALUATION
A. Implementation

The MD-CDBG and the R-BNE-DO algorithm were imple-
mented from scratch in Python 3 using NumPy for the nu-
merical core and SciPy for linear programming. The custom
simulator faithfully mirrors Algorithms 1 and 2: it maintains
a per-layer state and belief, runs the four phases (feasibility
check, Bayes-DO, transition, belief and multiplier updates) at
each of the T time steps, and records the per-step utilities,
resilience, and beliefs. The non-zero-sum local equilibria are
computed by a dedicated Linear Complementarity Program
solver based on support enumeration [30], which returns the
exact mixed Nash equilibrium of each restricted bimatrix
game; the zero-sum baseline instead calls a minimax linear
program through SciPy’s linprog. Each experiment runs
on a standard CPU in a few minutes; no GPU is required.

B. Setup

We simulate a three-layer IoT system with [N | = {15, 8,4}
real nodes and |Ny| = {10, 5,3} decoys, over a horizon 7' =
50 and 10 independent replications per scenario. The three sce-
narios correspond to the three attacker types: O (opportunistic,
1 = 0.20), P (persistent, 1 = 0.50), and E (state-sponsored,
¥ = 0.65-0.70). We set Qpin = 0.55, dmin = 0.60, budget
B = 1.2, discount v = 0.95, and step 19 = 0.10. Defender
utility weights are « = (0.55,0.32,0.07,0.06). Parameter
ranges are calibrated from the loT-security literature: detection
efficiencies 1, (64) follow the attacker-sophistication levels
reported for APT honeypot detection [2], decoy ratios re-
flect typical honeypot-deployment densities, and the resilience
threshold Q.,;,, is set to a service-continuity level consistent
with critical-IoT requirements. All results are reported with
95% confidence intervals.

Table II states the provenance of each value, separating
what is calibrated on a published source, what is a modeling
choice, and what is swept. No source publishes values for
an adversary’s internal trade-offs, so the utility weights are
declared as choices whose ordering alone is anchored, their
robustness established by the sweep of Section VII-F.

C. Baselines

We compare R-BNE-DO+LCP against three baselines span-
ning the spectrum from naive to state-of-the-art, chosen so that
each isolates one design element:

o No-Deception: the defender performs passive monitoring
only and deploys no decoys; the attacker plays a rational
best response. This is the lower bound that quantifies the
value of deception itself.
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(a) Defender utility U° (higher=better) (b) |UA]: attacker rationality (lower=better)
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Fig. 3. Defender utility UP and absolute attacker utility |U“| across the
three scenarios (10 runs, 95% CI). The MD-CDBG induces a far more rational
attacker (U4 | ~ 0.6) than the zero-sum proxy of Asghar-2025 (|U4| = 1.8).

o Random: decoys are deployed uniformly at random
across actions, with no strategic reasoning. Comparing
against it isolates the contribution of optimized placement
over mere presence of decoys.

o Asghar-2025 [5]: the state-of-the-art GameSec 2025
double-oracle deception model, ported to our IoT setting:
a greedy submodular defender oracle with restricted
games solved by a linear program under the authors’
strategic zero-sum equivalence, with no Bayesian belief
and no resilience constraint. It shares the double-oracle
backbone with our method, so comparing against it
isolates the two genuine differences: the non-zero-sum
(LCP) treatment and the resilience constraint.

This design lets each comparison attribute the observed gain
to a specific component of the MD-CDBG rather than to the
framework as a whole.

D. Metrics

We report three metrics. The first two are the discounted
total utilities accumulated over the horizon, where the discount
factor v € (0,1) weights early time steps more heavily,
reflecting the greater value of preventing early compromise:

T-1 T-1
UP =3 A UPP ), U= U™ ] 63).
t=0 t=0

(32)
A higher U D s better for the defender; for U4, a value
closer to zero indicates a more rational, less self-defeating
attacker model (a strongly negative U“ means the attacker is
forced into moves that harm itself, which signals an unrealistic
adversary model rather than a defender success). The third
metric is the violation rate
1 T=1
VC= D Q) < Qi
t=0
the fraction of time steps during which the resilience constraint
is breached. A lower VC means the system maintains service
continuity more consistently and is the primary indicator of
the defender’s true objective. When comparing two methods
we report the relative violation reduction Ayc = (VCpase —
VCous)/ VChase, 1.€., the fractional decrease in violation rate
of our method with respect to a baseline; all reported metrics
are averaged over 10 independent replications.

(33)
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Fig. 4. Resilience-constraint violation rate VC (10 runs, 95% CI). R-BNE-
DO+LCP reduces violations by 65-72% relative to Asghar-2025 across all
scenarios.

TABLE III
FOUR-METHOD COMPARISON (MEAN OVER 10 RUNS). LOWER VC IS
BETTER; LESS NEGATIVE U# INDICATES A MORE RATIONAL ATTACKER.

Sc  Method vP uA  vC
No-Deception 351 —-0.36 0.76
o Random 547 —0.27 030
Asghar-2025 525 —1.77 0.60
R-BNE-DO+LCP 562 —0.68 0.18
No-Deception 350 —-0.35 0.74
P Random 524 —0.30 0.28
Asghar-2025 525 —1.77 0.60
R-BNE-DO+LCP 556 —0.63 0.21
No-Deception 371 —-0.32 0.71
E Random 526 —0.27 031
Asghar-2025 519 —-1.78 0.64
R-BNE-DO+LCP 579 —-0.56 0.18
E. Results

Table III summarizes the four-method comparison, and
Figures 3-5 present the same data graphically.

Resilience (Fig. 4). This is the headline result. R-BNE-
DO+LCP achieves the lowest violation rate in every scenario
(VC = 0.18-0.21). Applying the relative violation reduction
Ay defined above, this is a 69%, 65%, and 72% decrease
relative to Asghar-2025 in scenarios O, P, and E respectively
(e.g., (0.60 — 0.18)/0.60 ~ 0.69 for O), and up to 76% rel-
ative to No-Deception, with the ordering R-BNE-DO < Ran-
dom < Asghar-2025 < No-Deception. That Random outper-
forms the more sophisticated Asghar-2025 on resilience is
revealing: methods that optimize a non-resilience objective can
steer the system into low-resilience states, whereas random
placement at least spreads risk.

Defender utility (Fig. 3a). R-BNE-DO+LCP dominates in
scenarios P (5.56 vs 5.25) and E (5.79 vs 5.19), and is
statistically indistinguishable from the best baseline in O.
Even against the weakest attacker (O), where raw utilities
are comparable, our method still secures the system far better
(VC 0.18 vs 0.60): the defender obtains equal or higher utility
and substantially better resilience, without trading one for the
other.

Attacker rationality (Fig. 3b). The zero-sum proxy of
Asghar-2025 drives the attacker utility to ~ —1.8 (an adver-
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Fig. 6. Sensitivity of the violation rate to (a) the resilience threshold Q,,i, and (b) the global budget B. R-BNE-DO+LCP remains the lowest-violation
method across the entire range, with a 70-77% reduction relative to Asghar-2025 throughout.

sary forced into self-harming moves), whereas our non-zero-
sum treatment yields U4 ~ —0.6, a rational attacker playing
to its genuine incentives. This gap signals that the zero-sum
model misrepresents the threat, which can lead to defenses
tuned against an unrealistic adversary.

Temporal behavior (Fig. 5). R-BNE-DO+LCP stays above
Qumin most of the time and rebounds quickly after compromise
spikes, a direct effect of the fallback isolation policy, while the
baselines drift below the threshold and never recover.

F. Sensitivity Analysis

A natural concern is whether the resilience advantage is
an artifact of the particular parameter values chosen in Sec-
tion VII-B. To address this, we vary the two parameters most
directly tied to our contribution, the resilience threshold
and the global budget B, over wide ranges, holding all else
fixed, and re-measure the violation rate of every method.
Figure 6 reports the results.

Across Qmin € [0.45,0.65] (Fig. 6a), R-BNE-DO+LCP
remains the lowest-violation method at every operating point,
and the relative reduction with respect to Asghar-2025 stays
in the 70%—-77% band throughout. As the threshold tightens,
all methods incur more violations, but the gap to the baselines
does not close: the constraint-aware fallback keeps R-BNE
close to the threshold even when it is demanding. Varying
the budget B € [0.8,1.6] (Fig. 6b) yields the same picture:
the reduction with respect to Asghar-2025 stays in the 71%—
77% band, and the ordering R-BNE-DO < Random < Asghar-

2025 < No-Deception never changes. Notably, R-BNE already
secures most of its benefit at a small budget, indicating that
the advantage stems from how decoys are allocated under the
equilibrium and resilience constraint, not merely from how
many are deployed. These sweeps confirm that the reported
advantage is structural and robust to reasonable reparameteri-
zation rather than tuned to a single configuration.

G. Discussion

Two higher-level lessons emerge. First, the comparison
design (Section VII) attributes the resilience gain to specific
causes: the gap to Asghar-2025 isolates the value of the
non-zero-sum (LCP) treatment and the resilience constraint,
while the gap to Random isolates the value of equilibrium-
based placement over the mere presence of decoys; both gaps
are large, so neither component alone suffices. Second, the
consistent ordering across three very different attacker profiles
indicates the advantage is structural rather than tuned to a
particular adversary.

VIII. CONCLUSION

We presented the MD-CDBG, a multi-domain cyber-
deception Bayesian game that couples the three 10T layers
under formal resilience constraints, together with the R-BNE
solution concept and the R-BNE-DO algorithm. By correctly
modeling the non-zero-sum structure via an LCP oracle and
embedding resilience as a hard constraint, the framework
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reduces resilience violations by 65-72% relative to the state-
of-the-art GameSec 2025 approach while inducing rational
attacker behavior.

Several directions extend this work; while the present results
are established in simulation, the framework is designed to
carry over to deployed settings. (i) Learning-based oracle:
the greedy and equilibrium oracles could be complemented
by a trained deep detector (e.g., a graph attention network
or transfer autoencoder) acting as an additional best-response
oracle within the double-oracle loop, combining the forward-
looking guarantees of game theory with the pattern-recognition
strength of machine learning. (ii) Symmetric information: a
symmetric extension would model the attacker’s own be-
lief over the defender type, turning the game into a two-
sided incomplete-information interaction. (iii) Richer decep-
tion techniques: the defender’s action repertoire can be ex-
tended with additional network-layer mechanisms such as
software-defined network reconfiguration and deceptive rout-
ing or address-shuffling, each adding new defender actions
while preserving the multi-domain coupling. (iv) Scalability:
approximate equilibrium solvers would let the model scale to
IoT deployments with thousands of heterogeneous nodes. To-
gether, these directions point toward resilient-by-design cyber-
deception, where security and service continuity are optimized
jointly rather than traded off against each other.
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