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Abstract—Space–air–ground mobile networks make federated
learning (FL) vulnerable to heterogeneous resources, handovers,
satellite outages, and privacy overhead. We propose MP-RBPS, a
mobility-predictive and risk-budgeted protection-selection frame-
work for deadline-constrained FL. It predicts link risk, estimates
on-time delivery reliability, jointly admits clients and selects stan-
dard protection policies, and updates residual exposure budgets.
Experiments with non-IID data show that MP-RBPS reduces
timeout by 46.2% over a reactive baseline and by 69.1% over
Fixed-SecAgg, improves successful delivery by 16.0 percentage
points under satellite outage, and reduces transmitted bytes by
54.2%.

Index Terms—Federated learning; space–air–ground networks;
mobile edge computing; privacy-preserving learning; mobility
prediction; deadline-aware scheduling.

I. INTRODUCTION

Space–air–ground integrated networks connect terrestrial
devices, UAVs, satellites, edge aggregators, and cloud co-
ordinators for wide-area intelligence. Their heterogeneous
links and mobility create long delays, intermittent visibility,
handovers, and resource constraints. FL avoids uploading raw
data [1], but updates can still leak information [2]. Differen-
tial privacy, secure aggregation, and authenticated encryption
reduce exposure at additional computation, communication,
synchronization, and accuracy cost [3]–[5]. A fixed strong
policy can miss deadlines, while a lightweight policy may be
inadequate on risky cross-domain links.

Existing protected FL and communication-efficient FL gen-
erally optimize privacy or transmitted bytes independently [6]–
[8]. They rarely jointly model mobility risk, deadline relia-
bility, protection overhead, and residual exposure. MP-RBPS
fills this gap by selecting clients and policies together. Its
contributions are: (i) a deadline-aware delivery and residual-
risk model; (ii) a lightweight edge algorithm using mobility
prediction, feasible-policy filtering, and utility-based admis-
sion; and (iii) evaluation under handover, satellite outage, and
non-IID data.

II. SYSTEM MODEL AND PROBLEM FORMULATION

We consider ground, UAV, and satellite-connected clients,
regional edge aggregators, and a cloud coordinator. Client i

TABLE I
CANDIDATE PROTECTION POLICIES.

Policy Pruning Quantization AEAD SecAgg DP

q1 0% 32-bit Yes No No
q2 30% 16-bit Yes No No
q3 50% 8-bit Yes No No
q4 50% 8-bit Yes Yes No
q5 70% 8-bit Yes Yes Yes

has state xt
i = (Ri, di, pi, hi, ei) containing rate, delay, packet

loss, handover indicator, and energy. For policy q,

T t
i (q) = Ttrain + Tproc(q) +Bt

i (q)/Ri + di + hi∆dh. (1)

The effective loss is p̃i = pi+hi∆ph. Satellite clients addition-
ally have outage probability pout. A lightweight EWMA pre-
dictor estimates mobility-link risk: r̂ti = λr̂t−1

i +(1−λ)rt−1
i .

The calibrated timely-delivery score is

P t
i (q) = Pr[T t

i (q) ≤ τ ](1− p̃i)(1− pout)(1− r̂ti). (2)

Candidate policies combine pruning, quantization, AEAD,
secure aggregation (SecAgg), and optional differential pri-
vacy (DP): q1: uncompressed AEAD; q2: 30% pruning/16-
bit AEAD; q3: 50% pruning/8-bit AEAD; q4: q3+SecAgg; q5:
q4+DP. Each policy has size Bi(q), energy Ei(q), accuracy
penalty A(q), and residual exposure cost Rpriv(q). A client
contribution score Gi combines data size, update norm, diver-
sity, and domain fairness.

Let ziq ∈ {0, 1} indicate admission and policy assignment.
MP-RBPS maximizes∑

i,q

ziq[GiPi(q)−αBi(q)−βEi(q)−γA(q)−δRpriv(q)] (3)

subject to one policy per admitted client, Pi(q) ≥ θ, resource
and deadline constraints,

∑
i ziq ≤ K, and residual budget

Rpriv(q) ≤ Γt
i. SecAgg is allowed only when its admitted

group has at least mmin clients. The risk score is a policy-
comparison metric, not a formal DP guarantee.
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Fig. 1. Space–air–ground FL architecture and edge-side MP-RBPS control
loop.

III. MP-RBPS ALGORITHM

At each round the edge aggregator (1) predicts r̂ti and
computes Gi; (2) filters infeasible client–policy pairs using
reliability, resource, energy, and budget constraints; (3) keeps
the highest-utility feasible policy per client and admits the
top-K clients; (4) checks the SecAgg group constraint and
falls back to non-SecAgg policies if necessary; and (5) up-
dates residual budgets after successful uploads. Complexity is
O(|D||Q|+ |D| log |D|), suitable for an edge aggregator.

The prediction is intentionally lightweight: the edge only
keeps recent link outcomes, rather than raw training data.
A high predicted-risk client is not automatically excluded.
It remains eligible when compression or a different policy
yields sufficient on-time reliability and utility. Conversely, a
stable client may be rejected when its contribution is low or
its residual budget is exhausted. This coupling prevents client
selection from favoring only the best current links.

After a round, a successful protected update consumes the
selected policy’s exposure cost from Γt

i; failed or late updates
are not aggregated. Repeated selection under weak protection
therefore reduces future eligibility, whereas stronger policies
preserve the residual budget at higher immediate cost. This
is a system-level scheduling mechanism; DP-enabled policies
still require a standard privacy accountant when formal privacy

TABLE II
REPRESENTATIVE RESULTS.

Method Acc.(%) Timeout(%) Success(%) Comm.

FedAvg 62.1 – – 1.00
Fixed-AEAD 63.4 53.0 42.0 1.03
Fixed-SecAgg 61.8 68.0 31.0 1.18
Compression-only 65.9 36.0 44.0 0.46
Reactive-policy 66.8 39.0 50.0 0.62
MP-RBPS 69.5 21.0 66.0 0.54

guarantees are reported.

IV. EVALUATION

We use 500 clients (50%/25%/25% ground/UAV/satellite),
CIFAR-10 with Dirichlet non-IID partition (α = 0.5), 25
clients per round, 150 rounds, three local epochs, and a
1.5-s deadline. Rates are Uniform(8, 12), Uniform(4, 8), and
Uniform(1, 4) Mbps for ground, UAV, and satellite clients;
handover probability is swept to 0.5 and outage to 0.4. Each
client trains a lightweight CNN using SGD (learning rate 0.01
and batch size 32). The wireless emulator samples domain-
specific bandwidth, delay, packet loss, handover state, and
satellite outage. All methods use the same emulator and three
independent random seeds; reported curves and scalar values
are means.

We compare MP-RBPS with FedAvg, Fixed-AEAD, Fixed-
SecAgg, DP-FL, Compression-only, and Reactive-policy.
Fixed approaches use one policy for all admitted clients.
Reactive-policy observes the current link state but has neither
mobility prediction nor a residual-risk budget. We report final
test accuracy, timeout rate, successful update ratio, normalized
communication and energy costs, and residual exposure cost.
FedAvg and DP-FL are included as convergence and cost
references when they are not part of a reliability sweep.

Table II summarizes representative results. MP-RBPS
achieves the best accuracy and reliability trade-off. At han-
dover probability 0.5, its timeout is 21.0%, versus 39.0%
for Reactive-policy and 68.0% for Fixed-SecAgg. At outage
probability 0.4, successful delivery is 66.0%, versus 50.0%
and 42.0% for Reactive-policy and Fixed-AEAD. Fig. 2
shows that MP-RBPS reaches 69.5% accuracy, 2.7 points
above Reactive-policy and 7.7 points above Fixed-SecAgg.
The improvement results from preserving useful updates in-
stead of applying costly protection uniformly. Fig. 3 confirms
predictive selection under handover. Fig. 4 shows that the
method retains valuable satellite clients when their expected
contribution justifies the risk. Its normalized communication
and energy costs are 0.54 and 0.71, compared with 1.18 and
1.25 for Fixed-SecAgg; ablations show that removing predic-
tion raises timeout from 14.0% to 22.0%, while removing
compression raises communication cost to 0.96.

A. Ablation and Domain Fairness

Fig. 5 quantifies the contribution of each component. Re-
moving utility-based admission increases timeout to 26.0%;
removing the residual-risk budget increases exposure cost from
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Fig. 2. Test accuracy versus communication rounds.

Fig. 3. Timeout rate versus handover probability.

0.42 to 0.61, and removing SecAgg raises it to 0.58. These
results show that prediction improves reliability, compression
preserves timeliness, and the budget controls repeated weak
protection. The selected-policy distribution also reflects do-
main risk: ground clients mostly use lightweight policies,
whereas UAV and satellite clients more frequently use SecAgg
and DP-enabled policies. The fairness term preserves data-
diversity coverage within 5.8% of the full-participation setting
instead of simply over-selecting stable ground clients.

B. Operational Considerations

MP-RBPS uses only standard protection building blocks.
AEAD provides confidentiality and integrity for each update
in transit; the associated data should bind the client identifier,
FL round, and sequence number, and nonce uniqueness must
be enforced. AEAD alone does not prevent an authorized
edge aggregator from seeing an individual decrypted update.
SecAgg is therefore selected when aggregator-side exposure
is significant and enough clients can form a valid group. DP
is reserved for policies with high residual exposure, because
clipping and noise add a measurable utility cost.

Fig. 4. Successful update ratio versus satellite outage.

Fig. 5. Ablation results for MP-RBPS components.

The framework is deployable without retaining raw data
at the edge. The predictor receives link measurements and
past success outcomes; the contribution score can use local
data size, prior update magnitude, privacy-preserving diversity
summaries, and a domain-fairness weight. The candidate set is
deliberately small, so the scheduler can re-evaluate all client–
policy pairs at every round. In a production system, reliability
scores should be calibrated from collected link traces, while
formal DP accounting remains separate from the residual-risk
score used for scheduling.

C. Limitations

The presented results use stochastic link emulation and
a lightweight CNN; they establish the scheduling trade-off
but do not replace trace-driven or device-level validation.
The risk budget is an interpretable exposure-control heuristic
rather than a cryptographic security parameter or an attack-
success probability. Future experiments should incorporate
LEO visibility traces, varying SecAgg dropout thresholds, het-
erogeneous device processors, and stronger gradient-inference
attacks. These extensions will clarify how predictor calibration
and policy choices transfer to operational space–air–ground
deployments.
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D. Discussion

The strongest available policy is not necessarily the best
decision for every FL round. On a satellite or UAV link near a
handover, extra cryptographic processing and synchronization
may move an otherwise useful update beyond the deadline.
Once discarded, that update contributes neither to learning nor
to diversity. MP-RBPS instead compares the expected value of
a protected update after accounting for its probability of timely
delivery. It can choose a highly compressed policy for a time-
critical client, defer a client whose predicted reliability is too
low, or use SecAgg and DP when the expected contribution
and available resources justify their overhead.

This decision rule also distinguishes communication pro-
tection from aggregator-side protection. A lightweight AEAD
policy is appropriate when the main threat is wireless eaves-
dropping or tampering; a SecAgg policy is valuable when
individual-update visibility at the aggregator is the relevant
concern. The policy set thus represents practical implementa-
tion choices rather than an invented cryptographic primitive.
Its individual settings, such as quantization width, pruning
ratio, clipping bound, and SecAgg group size, can be adjusted
to the capabilities and security requirements of a deployment.

Reliability prediction should be updated continuously. In the
present simulation, the EWMA captures recent losses, timeout
outcomes, handovers, and outages with low computational
cost. An operational system may replace it with a calibrated lo-
gistic model or small neural predictor using visibility forecasts
and radio measurements. Regardless of the predictor, its output
should be treated as a calibrated scheduling score, not as an
independent probability factor. Periodic recalibration against
observed delivery outcomes is important when client mobility
patterns or traffic loads change.

Finally, fairness is important in a space–air–ground set-
ting. Selecting only low-risk terrestrial clients can improve
immediate completion rate but degrade geographical coverage
and data diversity. The contribution score therefore includes
a domain-fairness term, allowing selected UAV and satellite
clients to remain competitive when their information value
offsets a moderate reliability penalty. The observed policy
mix demonstrates this effect: stronger policies are used more
frequently in higher-risk domains, while stable ground clients
can use lighter policies without consuming the same resources.

E. Security Semantics and Reproducibility

The security objective of MP-RBPS is to reduce operational
exposure while retaining useful updates under deadlines. It
does not claim that compression itself provides privacy. Prun-
ing and quantization only reduce payload size; their effects on
information leakage require separate analysis. Likewise, the
residual exposure cost ranks candidate policies under the stated
threat model, but it must not be interpreted as a formal (ϵ, δ)-
DP loss, a cryptographic bit-security level, or a probability
that an inference attack succeeds. When DP is selected,
clipping, noise multiplier, sampling rate, and composition must
be recorded by a formal accountant independently of the
scheduler.

For reproducible comparisons, all adaptive and baseline
methods should share identical client partitions, model initial-
ization, wireless traces, deadline, and client-admission budget.
The policy overhead parameters should be reported explic-
itly, including protected-update size, encryption and SecAgg
processing time, energy model, and any compression-induced
accuracy penalty. Reliability results should distinguish the
stress setting—for example, handover probability 0.5 or satel-
lite outage probability 0.4—from the default training setting.
This prevents a convergence result from being conflated with
a worst-case delivery result and makes the trade-off in Table II
interpretable.

In deployment, the edge aggregator can log only aggre-
gate scheduling statistics: predicted-risk bins, selected policy
counts, late-update counts, and group-formation failures. Such
logs enable recalibration and audit without centralizing raw
data or local model updates. A practical rollout can begin
with AEAD and compression policies, then enable SecAgg
only after stable client groups and dropout handling have been
verified. DP-enabled policies should be activated according to
the application threat model and an approved privacy budget,
rather than solely because a link is unreliable.

V. CONCLUSION

MP-RBPS jointly adapts client admission and standard
protection mechanisms to mobility, deadlines, resources, and
residual exposure. It improves timely delivery and model
accuracy while reducing communication and energy overhead
in simulated space–air–ground FL. Future work will use trace-
driven satellite mobility and real edge-device validation.
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