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Abstract—Unsupervised anomaly detection is important for
UAV monitoring because labeled fault data are scarce and
operating conditions vary across platforms. Existing methods
often rely on costly sequence matching or deep models with high
training and deployment overhead. We propose UAV-GUARD,
a lightweight framework for anomaly detection in multivariate
UAV telemetry. UAV-GUARD combines Patch-PCA representa-
tion, Normality-Influence Channel Selection (NICS), statistical
feature extraction, and KNN anomaly detection with kernel
density estimation. Patch-PCA creates a less noisy and more
informative representation, NICS removes weak or redundant
channels, Catch24 produces a small fixed set of descriptive
features, and KDE selects the anomaly threshold automatically.
Experiments on the ALFA UAV flight-fault dataset show that
UAV-GUARD achieves strong detection performance while main-
taining low runtime and lightweight processing, supporting its use
for real-time UAV fault monitoring.

Index Terms—UAV anomaly detection, UAV telemetry, mobil-
ity monitoring, multivariate time series, unsupervised learning,
lightweight detection.

I. INTRODUCTION

Unmanned aerial vehicles (UAVs) are widely used in ap-
plications such as traffic surveillance, border security, envi-
ronmental monitoring, disaster assessment, and wildlife track-
ing [1]-[6]. Their ability to operate in large, hazardous, or
hard-to-access areas makes them useful for missions where
direct human deployment is difficult or unsafe.

Reliable UAV operation depends on continuous interaction
between sensing, control, and communication systems. During
flight, the UAV receives commands from the ground control
station and returns telemetry such as position, speed, acceler-
ation, orientation, and inertial measurements. These signals
may become abnormal because of sensor faults, hardware
failures, communication degradation, or cyber-attacks. Such
abnormalities can appear as spikes, drift, persistent bias,
frozen values, or changes in the relationship between multiple
telemetry channels [7].

This makes anomaly detection an important component of
UAV monitoring. The problem is naturally time-dependent
because UAV measurements are ordered sequences rather
than independent observations. Some faults may only become
visible through temporal evolution, while others may appear
through abnormal relationships between channels. Therefore,
effective UAV anomaly detection must consider both temporal
behavior and the multivariate structure.
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Existing time-series anomaly detection methods include
classical and deep learning approaches [8]. Classical methods
are often simple and interpretable, but they may be limited
when the data contain complex temporal and cross-channel
patterns. Deep learning methods can learn more complex
patterns, but they usually require more training cost, more
parameters, and higher deployment cost.

Another challenge is the lack of labeled fault data. In real
UAV missions, faults and attacks are rare, hard to reproduce,
and may differ across platforms, environments, and operating
conditions. For this reason, unsupervised anomaly detection is
more practical, since it learns from normal flight data and
identifies deviations without requiring labeled examples of
every abnormal condition.

Motivated by these challenges, we propose UAV-GUARD,
a UAV monitoring framework via Graph-aware Unsupervised
Anomaly Recognition and Detection. UAV-GUARD combines
patch-based temporal representation, graph-aware channel se-
lection, statistical time-series feature extraction, and density-
based thresholding. The framework is designed to detect
anomalies from multivariate UAV telemetry while maintain-
ing a lightweight structure suitable for real-time monitoring
settings.

The remainder of this paper is organized as follows. Sec-
tion II reviews related work on UAV anomaly detection and
channel selection. Section III presents UAV-GUARD. Sec-
tion IV reports the experimental setup and results. Section V
concludes the paper and outlines future work.

II. RELATED WORK

The related literature can be divided into three areas. The
first covers UAV fault monitoring from flight telemetry, the
second examines anomaly detection methods for time-series
data, and the third considers channel selection for multivariate
time series.

A. UAV Telemetry-Based Fault Monitoring

Anomaly detection for UAV monitoring aims at identify-
ing abnormal behavior caused by faults, sensor irregularities,
communication problems, or cyber-attacks [7]. UAV telemetry
logs contain repeated measurements collected during flight,
including position, velocity, attitude, inertial measurements,
and control commands. These readings can be represented as



a multivariate time series, where the detector examines how
signals change over time and how they behave together.

This representation is useful because UAV anomalies may
appear as drift, sudden signal changes, frozen values, abnormal
attitude or velocity behavior, or mismatch between control
commands and the measured UAV response [7], [9], [10].
Since abnormal cases are difficult to collect exhaustively and
may vary across platforms and operating conditions, it is more
convenient to use an unsupervised setting, where normal data
are used to model expected behavior and deviations are treated
as anomalies [7], [10], [11].

B. Classical Time-Series Anomaly Detection

Classical time-series anomaly detection methods usually
rely on similarity, distance, or density measures. Distance-
based methods compare a test sequence with normal reference
sequences and assign higher anomaly scores to samples that
are far from normal behavior [8], [12]. Dynamic Time Warping
(DTW) is a common baseline because it compares temporal se-
quences while allowing local time shifts [13]. When combined
with KNN scoring, distant windows receive higher anomaly
scores.

However, direct sequence comparison can be expensive for
multivariate UAV telemetry, especially with many channels
and overlapping windows. It also uses the full temporal
representation, which may preserve noisy or redundant signal
variations. In contrast, our framework keeps the nearest-
neighbor anomaly-scoring principle but applies it after filtering
noisy channels and extracting statistical time-series features.

C. Deep Learning Methods for UAV Anomaly Detection

Deep learning methods for UAV anomaly detection learn
normal behavior using reconstruction, encoding, likelihood
estimation, or learned representations. UAV-focused exam-
ples include unsupervised encoding and thresholding [10],
convolutional autoencoders with support-vector data descrip-
tion [14], stacked recurrent autoencoders [15], STE-RS [16],
and MeNU [11]. General multivariate time-series detectors fol-
low similar ideas, including OmniAnomaly [17], USAD [18],
DAGMM [19], and GDN [20]. These models can learn com-
plex temporal patterns, but often introduce many parameters,
training cost, and deployment overhead.

In contrast, UAV-GUARD avoids deep model training and
uses lightweight feature construction followed by density-
based thresholding. It also relies on a small number of main
parameters, making it easier to tune and more suitable for
resource-constrained UAV settings.

D. Channel Selection in Multivariate Time Series

Reducing the channel space is one way to lower the
cost before feature extraction and anomaly scoring. Existing
channel-selection methods such as ECP [21] and TSelect [22]
show that large reductions are possible, but they mainly
target supervised classification and therefore rely on labeled
data to perform pruning. This assumption is not suitable for
the normal-only anomaly detection setting considered in this
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work. In contrast, our framework selects channels without
explicit labels by measuring how much each channel affects
the nearest-neighbor structure and score ordering of benign
samples.

III. METHODOLOGY

We propose UAV-GUARD, a UAV monitoring framework
via Graph-aware Unsupervised Anomaly Recognition and De-
tection. The general flow of the framework is shown in Fig. 1,
and the main steps are summarized in Algorithm 1. UAV-
GUARD is trained using only benign samples and detects
anomalies according to their deviation from the learned normal
behavior.

The framework is designed for telemetry windows generated
during a UAV mission. Incoming flight measurements are
streamed as overlapping multivariate windows and passed
through four stages. Patch-PCA first reduces each window
into a compact patch-based representation while preserving
temporal order (Section III-A). NICS then performs graph-
aware channel selection on the computed representation by
measuring how much each channel affects the normal nearest-
neighbor graph (Section III-B). From the selected chan-
nels, Catch24 extracts descriptive time-series features (Sec-
tion III-C). KNN-KDE then computes the anomaly score,
compares it with the learned threshold, and flags windows
above the threshold as anomalous (Section III-D).

A. Patch-PCA Representation

Raw multivariate UAV telemetry can contain noise, lo-
cal fluctuations, and redundant temporal detail. Using these
measurements directly can also increase the cost of input-
processing and anomaly detection. Patch-PCA addresses these
issues by encoding short overlapping patches with PCA while
preserving their temporal order in the final sample.

Let X € RNVXEXT denote the training set, where C' is
the number of input channels. Each sample is divided into P
overlapping patches of length w and stride s. For sample ¢,
the patch starting at position ¢, is the concatenation of the
channel values within that local window:

(1)

All normal training patches are then fit to a PCA model, and
each patch is projected onto the first D principal components:

W e RCwxD, )

Finally, the projected patches are arranged in their original
temporal order to form the final sample:
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B. Normality-Influence Channel Selection (NICS)

UAV monitoring data form multivariate time series, where
each sensor or communication source contributes one temporal
channel. Some channels may be noisy, redundant, or weakly
related to normal operating behavior; using all channels can
therefore increase computation without improving the anomaly
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Fig. 1: Overview of the proposed UAV-GUARD framework.

Algorithm 1: UAV-GUARD framework

Input: Normal training windows Xj,, test windows
Xte

Output: Predicted anomaly labels §

Fit Patch-PCA using normal training windows;

Transform training and test windows with Patch-PCA;

Apply graph-aware NICS to the normal Patch-PCA
representation;

Retain the selected Patch-PCA channels in both
training and test representations;

Extract Catch24 features from the selected channels;

Fit KNN on normal training features;

Compute anomaly scores for the evaluated samples;

Estimate the threshold using KDE valley detection,
with Otsu fallback;

Assign labels by thresholding the anomaly scores;

return y;

L 2 & wn
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detector. NICS selects channels by measuring their influence
on the nearest-neighbor structure formed by normal training
samples.

Let X* € RVXE*T denote the normal training set after
Patch-PCA, where N, C, and T are the number of samples,
channels, and time steps, respectively. For each channel c, the
pairwise squared Euclidean distance between samples ¢ and j
is

Dc(%]) = HXi*,c,: - X;:C,IHE :

“)
The all-channel distance matrix is obtained by summing across
channels:
c
D(i,j) = > De(i, ).

c=1

®)

Using D, the k-nearest-neighbor set of sample ¢ is denoted
Ni(i), and its neighborhood score is

si=p Y VDG,

JEN (1)

(6)
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To estimate the influence of channel ¢, NICS removes it
from the distance computation:

D9 (i, §) = D(i, §) — De(i, j), (7)

and recomputes the neighbor sets N ,g_c) (7) and score vector
s(=¢) from D(=¢). A channel is considered influential when its
removal changes either the nearest-neighbor structure or the
ordering of normal samples by their scores.

These two effects are captured by separate loss terms. The
graph term measures the average loss of neighbor overlap:

1 M) NG|
N k

i=1

Lgraph —1—

®)

The score term uses Spearman correlation between s and
s(=¢), since the relative ordering of samples is important:

Lot =1— max(pS (s, s(*c)) ,0) . 9

The two terms are combined with equal weight into a single
influence score:
Ic _ %L%raph 4 %Licore.
After computing I. for all channels, NICS applies Otsu
thresholding to determine the cutoff point. Otsu thresholding
selects the cutoff that best separates a score distribution into
two groups by minimizing the within-group variance. This is
suitable here because we assume that the channel scores form
two major groups: channels that strongly affect the normal
neighborhood structure and channels with lower influence. The
selected subset is

(10)

Cr = {C | Ic > 90tsu}7 (11)

and the remaining stages of the framework operate only on
these channels.

C. Catch24 Feature Extraction

After channel filtering and Patch-PCA reduction, the next
stage extracts features from the reduced time-series samples.
Several time-series feature extraction methods could be used
at this stage, including kernel-based transforms [23]. Since
the goal of UAV-GUARD is to remain lightweight, we use



Catch24 [24] as a statistical feature extractor. Catch24 summa-
rizes each temporal channel using a small set of 24 descriptive
time-series features. These features capture different proper-
ties of the signal, such as distributional behavior, variation,
autocorrelation, and temporal fluctuation patterns. Another
advantage of this approach is that the extracted features can be
passed directly to lightweight anomaly-scoring methods. This
avoids the need for direct sequence matching, as in DTW-
based methods, or recurrent model training.

Let Z; € RP*P denote the Patch-PCA representation of
sample ¢, where D is the number of PCA channels and P is
the number of ordered patches. For each PCA channel d, the
corresponding univariate time series is

Zi,d = (Zz(dal)vzz(da2)7aZl(d7P)) (12)

Catch24 is applied independently to each z; 4. It computes
the canonical catch22 features together with the mean and
standard deviation, producing a feature vector consisting of
24 features for each PCA channel:

¢, 4 = Catch24(z; q). (13)

The final representation of sample i is obtained by con-
catenating the Catch24 feature vectors extracted from all PCA
channels:

T T T
®; = [¢i,1:¢z’,27 .- '7¢i,D]T'

®, represents the fixed-length feature vector for each sam-
ple, which is used by the anomaly-scoring stage.

D. KNN-KDE Anomaly Detection

After Catch24 feature extraction, each sample is represented
as a fixed-length feature vector. We use a nearest-neighbor
detector because it provides a lightweight measure of how
far a sample lies from the normal training distribution. The
detector is fitted using only normal samples.

Let

(14)

Ftr:{flvaa"'7fN}; fiERM7

denote the Catch24 feature vectors extracted from the normal
training set. For an input sample with feature vector f, the
anomaly score is computed as the average Euclidean distance
to its k£ nearest normal training samples:

2.

f; N (5 Fir)

If—£ll,, (15)

where NV (f; Fy,) is the set of k nearest neighbors of f in the
normal training feature set Fi,. Larger scores indicate that the
sample is farther from the learned normal behavior.

A common way to convert anomaly scores into binary
decisions is to use a fixed high quantile of the normal training
scores as the threshold. For example, if Si, denotes the
anomaly scores of the normal training samples, the threshold
can be written as

eq = Qq(str)7

where Q,(+) is the g-th quantile. This rule is simple, but its
performance depends on the selected value of q. A quantile

(16)
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that works for one score distribution may be too strict or
too permissive for another, especially when the score scale
changes across datasets or monitoring sources.

Instead, we estimate the threshold from the score distribu-
tion of the evaluated batch using kernel density estimation
(KDE). Let

5}

denote the unlabeled anomaly scores of the evaluated samples.
KDE estimates the one-dimensional score density as

ﬁ(S):nlhiK< )

where K (-) is a Gaussian kernel and % is the bandwidth. The
bandwidth is selected automatically using a Silverman-style
rule.

The estimated density is evaluated on a dense score grid.
The lowest-score density peak is treated as the normal-score
mode, and the next peak to its right is treated as the higher-
score mode. Let piow and pyign denote the locations of these
two peaks. The KDE threshold is selected as the density valley
between them:

52{81,82,...

S — 8;

h

a7

min
SE€[PlowsPhigh]

fkpE = arg p(s). (18)

If the KDE does not show a valid two-peak structure, Otsu
thresholding is used as a fallback to obtain an automatic split
of the score distribution. The final threshold is denoted by 6,
where 6 = Oxpg when a valid KDE valley is found.

The final anomaly decision for sample ¢ is

{

where y; = 1 denotes an anomalous prediction and g; = 0
denotes a normal prediction. This thresholding strategy avoids
manually selecting a fixed quantile and instead places the
decision boundary according to the observed separation in the
anomaly-score distribution.

1, s; >9,

19
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Test normal
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Fig. 2: Distribution of labels in the pre-processed ALFA
dataset

IV. PERFORMANCE EVALUATION
A. Dataset

We evaluate the proposed framework on the ALFA dataset,
which represents physical UAV flight-fault detection from



real telemetry logs. ALFA contains flight data collected from
a Carbon-Z T-28 fixed-wing UAV under benign and failure
conditions. The anomalous cases include engine, elevator,
aileron, and rudder faults, allowing the evaluation to cover
different types of physical UAV faults.

The raw ALFA logs contain telemetry variables related to
aircraft motion, orientation, navigation, and control response.
Variables that are unrelated to the UAV state or fault behavior
such as timestamp are excluded.

After feature processing and synchronization, the data are
converted into multivariate time-series samples using a fixed
window length of Ty, = 200 time steps and a stride of
Swin = D time steps. Since 5 time steps correspond to 0.25 s,
the stride is 0.25 s and each window covers approximately 10
s. Each resulting sample is represented as

X; € R#X 200, (20)
where 24 is the number of input variables before Patch-PCA
and channel selection, and T, is the number of time steps in
each sampled window. Figure 2 shows the sample distribution
after time-series construction.

B. Experimental setup

The experiments follow an unsupervised anomaly detection
setting. Only benign samples are used for training, while the
test set contains the remaining benign samples together with
all anomalous samples. The original labels are converted into
a binary form, where benign samples are assigned label 0 and
all fault samples are assigned label 1. All preprocessing steps
that require fitted statistics, including normalization and PCA,
are fitted only on the normal training data and then applied to
the test set.

1) Metrics: The evaluation reports accuracy, precision, re-
call, F1-score, and ROC-AUC. To assess the lightweight nature
of the framework, we also report channel reduction, end-to-
end runtime, peak memory usage, mean processing latency,
mean decision delay, real-time factor (RTF), and through-
put. All experiments were implemented in Python 3.14.6,
with CPU execution restricted to a single thread. Channel
reduction measures the percentage of input channels removed
by NICS. End-to-end runtime includes the full evaluation
pipeline, while processing latency measures the time required
to process an available test window during the online decision
stage. Peak memory usage is recorded during execution to
estimate memory pressure. The real-time factor compares the
mean processing latency per window with the window stride
duration:

RTF — processing latency per window

21
window stride duration @D
An RTF below 1 indicates that the method can keep up with
streaming windows. Lastly, Throughput is computed as

number of windows

Throughput = (22)

total processing time
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2) Parameter Configuration: UAV-GUARD uses a small set
of fixed design parameters and one tunable parameter. The
Patch-PCA stage is fixed with a patch size of 10, stride of 5,
40 ordered patches, and 32 PCA components. This produces
a reduced time-series segment with 32 channels and 40 time
steps, corresponding to a 10-second window.

The tunable parameter is the number of nearest neighbors
k, which is used in both NICS and the final KNN anomaly
detector. We test k € {1,3,5,10} and report the results for
each setting.

3) Baselines: We compare UAV-GUARD with representa-
tive classical and deep unsupervised anomaly detection base-
lines. DTW-KNN is used as a classical sequence-matching
baseline, where DTW measures time-series similarity and
KNN computes the anomaly score [8]. For deep learning
baselines, we include LSTM-AE [7] as recurrent recon-
struction, OmniAnomaly [17] as variational sequence mod-
eling, MeNU [11] as memory-augmented detection, and LVA-
SP [25] as lightweight VAE-based.

Performance Comparison Across K
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Fig. 3: Detection performance obtained using different nearest-
neighbor values. The setting & = 3 provides the best balance
across the evaluated metrics.
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Fig. 4: Per-fault ROC-AUC against the benign class on ALFA.

C. Results

1) Detection Performance: Figure 3 shows the effect of
changing the nearest-neighbor parameter k. The best setting
is obtained at £ = 3, with an accuracy of 0.974, precision
of 0.976, Fl-score of 0.970, and ROC-AUC of 0.991. Using



only one neighbor gives a high ROC-AUC but poor accuracy
and precision, because the decision becomes too dependent
on the closest normal sample. This leads to many benign
windows being assigned high anomaly scores. Beyond k£ = 3,
the performance gradually drops: the Fl-score decreases from
0.970 at k¥ = 3 to 0.960 at k¥ = 5 and 0.931 at k£ = 10.
Therefore, k£ = 3 is used for the remaining experiments.

Table I reports the final detection results using the selected
setting k = 3. The framework achieves an accuracy of 0.974,
precision of 0.976, recall of 0.965, Fl-score of 0.970, and
ROC-AUC of 0.990. Figure 5 further shows the anomaly-
score distribution used for thresholding. Benign windows are
concentrated in the lower-score region, while most anomalous
windows appear at higher scores. The KDE valley threshold is
placed between these two regions at 10.64, which is consistent
with the strong precision and recall reported in Table I. The
clear separation in the score distribution also supports the use
of KDE valley thresholding.

Since the ALFA test set is imbalanced, Fig. 4 reports
the ROC-AUC of each fault type against the benign class
to examine whether all fault types are handled consistently.
The detector obtains high ROC-AUC for all faults: 0.990 for
elevator, 0.985 for rudder, and 0.981 for both engine and
aileron faults. The most difficult cases are engine and aileron
faults, but their ROC-AUC values remain above 0.98.

Anomaly Threshold and Score Separation

mam Train benign

Test benign

Test anomaly
=—— KDE density

Predicted anomaly region
== KDE valley threshold = 10.64

25 30

Anomaly score

Fig. 5: Anomaly-score distributions with the KDE valley
threshold. The threshold lies between the benign score region
and the higher anomaly-score region.
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TABLE I: Detection performance and efficiency results of
UAV-GUARD on the ALFA dataset.

Metric Result
Detection Performance

Accuracy 0.974
Precision 0.976
Recall 0.965
Fl1-score 0.970
ROC-AUC 0.990
Efficiency

Channel Reduction (%) 71.9
Runtime (s) 104.75
Peak Memory Usage (KB) 490
Mean Decision Delay (ms) 5.07
Real-Time Factor 0.0142
Throughput (windows/s) 281.4

Runtime Breakdown

Feature construction 75.07s (71.7%)

Patch-PCA 22.50s (21.5%)

4.08s (3.9%)

Anomaly detection

Channel selection 3.10s (3.0%)

5 10 20
Runtime (seconds, log scale)

Fig. 7: Runtime breakdown of UAV-GUARD.

50 100

2) Efficiency: Figure 6 shows the channel scores produced
by NICS. The method keeps 9 channels from the original 32
and removes the remaining 23 channels. This corresponds to a
channel reduction of 71.9%. The selected channels are those
above the automatic threshold, while the dropped channels
have lower influence on the normal neighborhood structure.

The runtime results are reported in Table I and Figure 7. The
full framework requires 104.75 seconds end-to-end. Channel
selection adds only 3.10 seconds, or 3.0% of the total runtime,
while providing the 71.9% channel reduction. Most of the
runtime is spent in feature construction, which takes 75.07
seconds, or 71.7% of the total cost. Patch-PCA requires
22.50 seconds, while anomaly detection requires 4.08 seconds.
The runtime breakdown therefore shows that the main cost
comes from feature construction, not from channel selection
or anomaly scoring.

The online processing results also support the lightweight
behavior of the framework. The peak memory usage is 490
KB above the process baseline. The mean decision delay is
5.07 ms, and the real-time factor is 0.0142. The throughput
reaches 281.4 windows/s, which means the framework pro-
cesses data approximately 70 times faster than the rate at
which telemetry windows are generated. Taken together, the
detection performance and efficiency results indicate that UAV-



TABLE II: Ablation results of the proposed framework variants.

Variation  Patch-PCA  NICS  Accuracy Precision Recall Fl-scorer ROC-AUC  Channels Selected  Runtime (s)
Var 1 v v 0.974 0.976 0.965 0.970 0.990 9 104.75
Var 2 v - 0.974 0.987 0.951 0.969 0.995 32 264.32
Var 3 - v 0.572 0.959 0.030 0.058 0.757 1 50.65
Var 4 - - 0.938 0.927 0.932 0.930 0.979 32 613.49

GUARD is suitable for real-time UAV monitoring under the
measured setting because it achieves accurate results across
different faults, while being computationally lightweight.

D. Ablation Study

Table II reports the ablation results of UAV-GUARD. Var 1
is the full configuration with both Patch-PCA and NICS, Var 2
removes NICS while keeping Patch-PCA, Var 3 keeps NICS
but removes Patch-PCA, and Var 4 removes both modules.

Comparing Var 1 and Var 2 shows the effect of NICS
when Patch-PCA is used. The full framework selects 9 out
of 32 channels, corresponding to a 71.9% reduction in the
input channel space. This reduction is achieved while keeping
the detection results close to the all-channel variant. Var 1
achieves an accuracy of 0.974, precision of 0.976, Fl-score
of 0.970, and ROC-AUC of 0.990. Var 2 obtains the same
accuracy (0.974) and a close Fl-score (0.969), but requires
all 32 channels. Thus, NICS removes a large part of the input
space with only a small change in detection quality.

The runtime difference between Var 1 and Var 2 shows why
this reduction is important. Removing NICS increases runtime
from 104.75 s to 264.32 s, although the detection scores
remain close. The all-channel variant therefore requires more
than twice the runtime for only marginal changes in detection
metrics. This makes NICS useful mainly as an efficiency
module: it reduces the number of channels passed to the later
stages without degrading the final operating performance.

The role of Patch-PCA is shown by Var 3 and Var 4.
When Patch-PCA is removed but NICS is kept, the framework
becomes the fastest variant (50.65 s), but the detection per-
formance drops sharply. The F1-score falls to 0.058, and the
ROC-AUC decreases to 0.757. The high precision (0.959) is
misleading in this case, because the very low Fl-score means
that most anomalous windows are missed. In this setting, NICS
selects only one channel, which explains why it is the fastest
variant, though one channel is not enough to represent the
multivariate fault patterns in ALFA.

Var 4 keeps the raw multichannel representation by remov-
ing both Patch-PCA and NICS. It obtains reasonable detection
performance, with accuracy 0.938, Fl-score 0.930, and ROC-
AUC 0.979, but it is the slowest configuration, requiring
613.49 s. Compared with Var 4, the full framework improves
accuracy, Fl-score, and ROC-AUC while reducing runtime
by about 82.9%. This shows that Patch-PCA is not only a
compression step. It also provides a representation that is more
suitable for the later feature construction and anomaly-scoring
stages.
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TABLE III: Performance comparison of UAV-GUARD and
evaluated baselines on the ALFA dataset. The best result in
each column is shown in bold.

Model Accuracy ROC-AUC Runtime (s)
UAV-GUARD (ours) 0.974 0.990 104.75
MeNU 0.751 0.806 42.53
OmniAnomaly 0.633 0.744 830.42
LSTM-AE 0.610 0.674 78.87
DTW 0.583 0.643 361.84
LVA-SP 0.458 0.450 563.84

Overall, the ablation results show that the best configuration
is obtained when both Patch-PCA and NICS are used.

E. Comparison with Baselines

OmniAnomaly 23333 L L6667 JAV-GUARD
LSTM-AE 40000 | 20000 pMeNy
3.0000 |\siA_Gp

Fig. 8: Critical-difference diagram comparing the evaluated
methods based on their average ranks.

Table III compares UAV-GUARD with the evaluated base-
lines on the ALFA dataset. UAV-GUARD achieves the best
detection performance, with an accuracy of 0.974 and a ROC-
AUC of 0.990. The closest baseline is MeNU, which obtains
an accuracy of 0.751 and a ROC-AUC of 0.806. Omni-
Anomaly, LSTM-AE, DTW, and LVA-SP obtain lower scores,
showing weaker separation between benign and anomalous
flight windows.

The runtime results show a different trade-off. MeNU and
LSTM-AE are faster than UAV-GUARD, requiring 42.53 s
and 78.87 s, respectively, compared with 104.75 s for UAV-
GUARD. However, their detection performance is substan-
tially lower. UAV-GUARD is also much faster than Omni-
Anomaly, DTW, and LVA-SP, which require 830.42 s, 361.84
s, and 563.84 s, respectively. Therefore, UAV-GUARD pro-
vides the strongest detection quality while keeping runtime
within a practical range.

Figure 8 reports the critical-difference ranking of the eval-
uated methods. UAV-GUARD obtains the best average rank,



followed by MeNU and LVA-SP. OmniAnomaly and LSTM-
AE rank lower. This ranking is consistent with the table results,
where UAV-GUARD gives the strongest overall performance
across the evaluated criteria.

V. CONCLUSION

This paper presented UAV-GUARD, a lightweight unsuper-
vised framework for anomaly detection in multivariate UAV
telemetry. The framework combines Patch-PCA representa-
tion, NICS channel selection, Catch24 feature extraction, and
KNN-KDE anomaly detection. Patch-PCA reduces local noise
and temporal redundancy, NICS removes weak or redundant
channels without fault labels, and KNN-KDE assigns anomaly
scores with an automatically selected threshold. Experiments
on the ALFA dataset showed strong detection performance
while maintaining low memory usage, low decision delay,
and high throughput. The ablation study further showed that
Patch-PCA and NICS provide notable efficiency gains without
affecting detection quality.

Future work will focus on further improving the efficiency
and robustness of UAV-GUARD. Since feature construction is
the main runtime component, we will study which Catch24
features are most useful and design UAV-specific statistical
descriptors to improve the efficiency aspect of the framework.
We also plan to extend the online evaluation to more realistic
simulated mission settings to assess robustness under a wider
range of operating conditions, such as degraded communica-
tion.
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